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[MPOEKT « KUBEPACKEP» HA BA3E UCT'H KHY UM. A K.BA/TACATBIHA,
KAK OBPA30BATEJIbHAA IVIAT®0PMA AJ14 HH®OPMALIMOHHOT O
OBECIEYEHHA BE3OIMMACHOCTH M0O.J1I0A0I'0 IIOKOJIEHUA KblPI'bI3CTAHLIEB

H.BAJTACAT'BIH ATBIHAATBI KbIPI'b13 YAIYTTYK YHUBEPCUTETUHHH
COOHUANABIK-TYMAHUTAPABIK HIMMAEP HHCTUTYTYHYH BA3SACBIHJAA
“CYBERASKER” J10/1IBOOPY KbIPI'bl3CTAHAbBIKTAPAbIH
OCYII KEJE FATKAH MYYHYH MAAJIBIMATTbBIK KOOIICY34YTY YUYH
BUJINM BEPYY AAHTYACHI KATAPBI

PROJECT “CYBERASKER” ON THE BASIS OF THE INSTITUTE OF SOCIAL SCIENCES
AND HUMANITIES OF THE KNU NAMED AFTER. ZH. BALASAGYN,
AS AN EDUCATIONAL PLATFORM FOR INFORMATION SUPPORT
FOR THE SECURITY OF THE YOUNGER GENERATION OF KYRGYZSTANIS

AHHoTauMs. JlaHHas cTaThd ABAsAETCA KekcoM, AJs nmpoekTa «KubepAckep» Ha Hasze
UCTH KHY um. XK. banacarsida u ciejyriuMx naprTHepoB: 1) oTAea0M N0AMTOA0rMYECKUX
MCCeJOBaHUK U 3KCIEPTU3, HHCTUTYTA rocyaapctso u npaBo HAH KP. 2) A Takke, B chepe
mKoJAbHOTrO o6paszoBanus, YK aBTopckod ¢U3HMKO-MaTeMaTHYECKOW IIKOABI-AMIesa No61
flkupa E.B. I'ne coBMeCcTHO XOTUM pPeaiu30BaTh IPAHT-NPOEKT /I IPOTHBO/IEHCTBUA Hera-
TUBHOT0 3¢ ¢deKTa B UHPOPMAIUOHHOM POCTPAHCTBE MPOSBAEHHE SKCTPEMU3MA U TEPPO-
pU3Ma B MOJIOJIEKHOU Cpejie.

Knwuersie cioBa: uHpopManuoHHoe obecnevuenus Ge3zomacHocTH, KubepAckep, Mo-
JoJeXb, UHOPMAIMOHHbIE TEXHOJOTHH, HAllMOHA/AbHAsA OGe30MacHOCTh, NpodHAaKTUKA
3KCTPEMHU3MA, HIKOJIA, KOJUIE/K.
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AnHoTauusa. Bya makanasna . banacareid ateiajarsl KYYuya UCTI'H 6a3zaceinjia «Ku-
OepAckep» n10aA600pY KaHAa TOMOHKY OHOKTOIITEP Y4YH Kelc Go/yn CaHabIlIbl KapaaaT:
1) Kbipreiz Pecniy6/MKacBIHBIH YAYTTYK HWAUMAED aKa1eMUSACBIHBIH MaMIeKeT }aHa YKYK
MHCTUTYTYHAAarbl CasicaT TaaHyy O0MOHYA U366 KaHa skchepTusa beaymy; 2) »Kana
OLIOH/I0H 3/ie MEKTENTHK HUAUM Bepyy TapMarblHAArbl AKUp aTeiHgarsl N© 61 aBTOpAYK
PpU3MKa-MaTEMATHUKANBIK MeKTen-nuleld. Q1oHy MeHeH 6upre Makanajaa xaurap apa-
CbIH/IA 3KCTPEMHU3M MEHEH TePpPOpU3M KepYHYLITOPYHYH MaajblMaT MEeHMKUHJAUTUHJETU
TEPC TAACUPHHE KapUibl BUpreaellul PAHTTBIK A0A000p 1y WIIKe allblpyy TYypailyy au-
TBILAAT.

Heruzaru ce3gep: MaanblMaTThIK Koomcy3ayk, CyberAsker, xamrap, MaaiblMaTTbIK
TEXHOJO0TUAAAD, YAYTTYK KOONCY3/IVK, IKCTPEMHU3IM/IMH a/1/|bIH A/YY, MEKTEII, KOJLJIC K.

Abstract. This article is a case study for the “CyberAsker” project based on the IGN KNU
named after. Zh. Balasagyn, and partners: 1) Department of Political Science Research and
Expertise, Institute of State and Law of the National Academy of Sciences of the Kyrgyz Re-
public. 2) And also, in the field of school education, the educational institution of the authot’s
physics and mathematics school-lyceum No. 61 Yakira E.B. Where we want to jointly imple-
ment a grant project to counteract the negative effect in the information space of the mani-

festation of extremism and terrorism among young people.

Key words: information security, CyberAsker, youth, information technology, national
security, prevention of extremism, school, college.

lnobanuszanmsi H3MEHSET COLMaJb-
HO-TIOJIMTUYECKY 0 U MICUX0J0THYECKY ) aT-
Mocdepy OKpy:KeHUs Ye/0BEKa, YTO MPUBO-
JUT K YBETUYEHUIO KPU3HCHBIX CUTYaIUH U
OPUHATUI HOBOU UHPOPMAIUOHHOH KYJb-
TYPbl, BKJAKOYAIIEH B ceHsl TAKME YEPTHI,
KaK MyJbTUKYJIBTYPaIU3M, JIMAHAMU3M WU
HeCcTabUABLHOCTEL, UMewluecs JaHHbIE CBU-
JeTe/NbCTBYIOT O TOM, YTO MOJAPOCTKH UCIIbI-
ThIBAKOT IOBBILIEHHYO TPEBOTY U arPECCHUID,
a TaKXe yCUJ/EeHWEe YYBCTBA OJIMHOYECTBA/
OTBEPKEHHOCTU W HHU3KWUH YPOBEHb KOM-
MYHHUKATHUBHBIX HaBBIKOB. OCOBYI0 TpEBOTY
BBI3BIBAIOT PEANMU YIAJIKa }XKU3HU U POCTa
HapyUIeHUH Cpejiu IMOJ[POCTKOB M MOJIO-
aexxu. MHorue pakTOpbl, KOTOPBIE MOTEH-
IUAJBHO MOrKW 6bl MPOTUBOJEHCTBOBATH
HEraTUBHBIM [OCAEJACTBUSAM PAacTYILEro
JIaBAEHHUSA, celyac 0caabisiioTcs, a 3TO yCu-
nuBaetcs. Cpejiu HUX — YNaJ 0K UHCTUTYTA
CEMBbH U POCT HETATUBHOIO BO3/IEMCTBUS B
MHbOpManMOHHY 3noxy. Kak jeBUuaHTHOE
MOBE/IEHHE CPEJIU MOJAPOCTKOB, TAK U CTap-
HIEK/JIACCHUKOB B IOC/JAEAHEE BpPEMsl CTajI0
fosiee pacnpocTpaHeHHbIM. Mososexs,

KoTopasi Haubojee yg93BMMa K BpeJHOMY
BJMSAHHKIO, CKJIOHHA 6ojiee OlyTUMO pajiu-
Ka/JM3UpOoBaTh cBoW ybOexaeHusa. Illouemy.
BrocnecTBUM MOMOABIX JAWO/EW BepOYIOT
B 3KCTPEMMCTCKHE W TEPPOPUCTHYECKHE
OopraHusalnyu. JKCTPEeMH3M U Teppopu3M
MPe/ICTABJSAKT CEPLE3HYHY Yrpo3y JJs
KeIprei3cTaHa, KOTOPbIH Tak¥e obecrnoko-
€H MOpa/jbHbIMH W JYXOBHBIMH OCHOBaMH
Hallleld MHOrOHALMOHaABHOW Hamuu. Oc-
HOBHaf [e/lb COBPEMeHHOr0 06pa3oBaHus —
Cocob6CTBOBAThL BCECTOPOHHEMY PAa3BUTHIO
JleTel, B pe3yabTaTe KoToporo hpopMupyer-
€1 IMMHOCTD, MPHAePKUBaOLasacs 'yMaHU -
CTUYECKHUX TIPUHITMIIOB U BOCIMTBIBAOIIAsA
TO/JEPAHTHOCTb B MeXHAal[MOHAa/lbHbIX B3a-
uMo/elcTBUAX. KOHTpOB Ha/l CO3HAHUEM
W [OBeJleHHeM MOJIO/bIX JIIo/led BO MHOTOM
MOET OCYIECTBAATHCA C MOMOIBK COIM-
albHBIX CETEW, KOTOPBIE Celvac SBJAOT-
€Sl OCHOBHBIM MHCTPYMEHTOM B BEK HOBBIX
MHGOPMAIIMOHHBIX TEXHOJOTMU.ITOT HH-
CTPYMEHT aKTUBHO, a T/aBHoe, 3¢ deKTuB-
HO BJIMSIET Ha 0OLleCTBEHHOE MHEHMe, KaK
B Keipreizckou Pecnybiuke, Tak v 3a py-



Hapectna HAH KP, 2024, No5

35

6exoM. BOABIIMHCTBO TEPPOPUCTUYECKUX
opraHusaimyi Be1yT CBOIO JedTeNbHOCTE, B
HepByr o4depe/ib, ucnoab3yd Harepuer, Tak
mpolle 3aXBaTUTb YMbl MOJOJABIX JIOJEH,
YUMTBIBAsA AOCTYNHOCTh U MOMYJASPHOCTH
COIMA/IbHBIX CETEW B MOJIOJIEXHOU cpeje.
TeppopucTuyeckue opraHusaluu CTpeMaT-
€Sl UCMIOJIB30BATh /II0Oble KOMMYHUKAIMOH-
Hble BO3MOMHOCTH /s [IPOonarad/bl CBOUX
u/led, NpUBJAEYEHHUS HOBBIX CTOPOHHUKOB.
B UHTepHeTe cyuiecTByeT HOJbIIOE KOAU-
4ecTBO CAWTOB, HE CBSI3aHHbBIX HAMPSAMYIO C
TEPPOPUCTUYECKUMU OPraHU3alUsAMH, HO
pasjensiloUiux UX HWAeoJqoruto. Pagukanb-
Hble OPraHM3auK N0AY4AIT 60ABIIYH BbI-
rofy OT COLIMA/bHBIX CETEH, KOr/la BepOYyIOT
B CBOM Psi/ibl MOAO/BIX A0el. [I[puunHamu
3TOr0 ABJASIOTCS MPOCTasi AOCTYMHOCTEH UH-
dbopmanuu, cBoboaa ot reorpaduyueckoro
MO/I0KEeHUS, DEeCKOHeYHas MOTeHI[HaAbHAs
ayAuTOpus, HU3KKWe (GUHAHCOBBIE U MaTe-
puanabHble 3aTpaThl. Kpome Toro, obiie-
HUE aHOHUMHO, MHOpMAIUA [epeaaeTcs
BBICTPO, 3 MYABTUMEUUHAA CpPejla M03BO-
jageT oOBEJUHUTH PasiW4YHble BUAbL Ie-
penaBaeMou uHpopmanuu. KpaiiHe BaxHO
MPHU3HATH CAOKHOCTE OCYLI[ECTBAEHH KOH-
TPOJA NPaBOOXPAHUTENBHBIMU OPraHaMU.
IlepconanpHas wHboOpManus, OpPeAOCTaB-
JgeMasl MOJb30BaTeASIMU MHPU perucrpa-
MK B COIMUAJBHBIX CETHAX, UCHOJB3YeTCH
peKpyTepaMu JIJisl OpejieeHus: TOro, mo/-
XOJMT jlM TOT WJIW MHOW KaHAMAAT s 6y-
Jlyliero HaimMma, MOCKOo/AbKY OHU aHANU3UDY-
0T OTHOIIEHUWE MOAb30BATENS K BOIPOCY.
JKCTPEMUCTHI NyHAUKYIOT HA CBOMX CalTax
no/ipobHyw MHbOpMAIIMID O CBOEU jes-
TENbHOCTH U MPEeJOoCTaB/AdI0T pasHoobpas-
Hble UHCTPYKIMWU. Ha paznuyHbix popymax
paboTawoT TeppopucTbl. COOTBETCTBEHHO,
3TOT BOMPOC UMEET MEPBOCTENEHHOE 3HAYE-
Hue. Ciel0BaTe/bHO, HEOOXOAUMBL pellu-
Te/lbHblE JEHUCTBUA A NPOTHBOAEHCTBUSA
W IPEeIOTBPAIEeHUA YIOMAHYTBIX IPOBIeM.
Jsig peuieHUMd BOMPOCOB HEOOXOAUM KOM-
[JIEKCHBIA MOJX0/, KOTOPBIU, MPEX/e BCe-
ro, BBIPAXKAETCA B NPWBJEYEHWH OPraHoOB
UCIO/HWUTEJNbHOW BJACTH, M[PaBOOXPaHU-

TE/AbLHBIX OPraHoB U 06Pa30BaTENbHbBIX Y4-
pPEXEHUH, a TAKXKE COIMAaJbHO aKTUBHOH
MOJAO/AEXH. B CBSI3WM C JIaHHOW cuTyaluen
HenecoobpasHO MpPeAOKUTh JelyTaTaM
HKoropky Kenema pa3spaboraTe 3aKOH O
pazsButun «KubepAckepa» B KP, koTopblid
MO3BOJIUT MPaBOOXPAHUTENABHBIM W ApY-
MM OpPraHaM BbIABAATH HE3aKOHHBIM KOH-
TEHT B CETH, B TOM YMCjle SKCTPEMUCTCKYIO
uHopmanuie. «KubepAckep», no 3ambic-
/y aBTOpOB, Oy/eT CO3JaH M0 UHUI[UATHUBE
KbIPTrBI3CTaHIEB B ¢opMe 0OIIECTBEHHOH
OpPraHusaliu, a ero JesATeJbHOCTh [0JBK-
Ha OBITH /IOBe/EHA /10 TEPPUTOPUANBHOTO
MCIIOJHUTENBHOTO OPraHa, OCYLIEeCTBJSHO-
1lero KOHTPOJ/AbHO-HaA30pHble (QYHKIUU
B cdepe cpejacTB MAcCOBOW WHpOPMAIUH,
MacCCOBBIX KOMMYHMKAIUK, WHGpOpMAIU-
OHHBIX TEXHOJOMHW W KOMMYHHKAIHU.
JokyMeHT 0643bIBaeT NPOKypaTypy, Cilej-
CTBEHHBIE OPraHbl, OPraHbl FOCY/apCTBEH-
HOU BJIACTH U MECTHOTO CaMOYIpaB/eHUs
corpyaHuydath ¢ «KubepAckepom». Kak
HosicCHAKT JlenyTarTel, cervac B KP popmu-
pyeTcsi HOBOe HAalpaBJ/eHHEe OpraHu3aluu
B3aUMMO/IEMCTBUSA IPAX/IAHCKOr0 0b111ecTBa
U YII0JIHOMOYE€HHBIX OPTaHOB BAACTH B cde-
pe MOPOTUBOJIEUCTBUS PACHPOCTPAHEHUID
npoTuBonpaBHOoH uWHopmanmuu. OjHAKO,
HECMOTpPsA Ha (aKTUYECKOe pacnpocTpa-
HeHue JledTenbHocTn «KubepAckepa», cy-
HIECTBYET PsJi TPYJHOCTEH, CBS3aHHBIX C
HENOCPE/JCTBEHHOW peanu3ainued ujeu.
Ilpexnae Bcero, aBTOpPbl CBSI3BIBAIOT 3TO C
OTCYTCTBUEM COOTBETCTBYHIIETO 33aKOH3,
periaMeHTUPYIOLIEro AeITeNAbHOCTh TAKUX

CTPYKTYP.

s mpodusakTudecKol paboThbl B UH-
TepHeTe W colManbHbix cetax ¢ 2023 roaa
MarucTpaHTaMmu (peauruoBefaMu W [oO-
JAUTOJOTAaMU) HAJA0 CO3AaTh MPOeKT «Bbi-
e3fHad mkosaa «KubepAckep» 2023» Ha
HoJlydeHHe FPaHTa B pAMKax KOHKypca Mo-
JOJAEXHBIX IPOEKTOB Cpe/iu 06pa3oBaTeib-
HbIX OPraHU3aluU BBICLIET0 0OPa30BaHUSA
B MHUHUCTEPCTBE 00pa3oBaHWUS W HayKU
KP. OCHOBHBIMM 1eAsAMU JIAHHOTO MPOCKTA
apagioTca: llpodunakTuka sKCTpeMu3Ma
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U UWAEOJ0OTHHU TEePppopHr3Ma B CONMAJAEBHBIX
ceTax cpeaud noapoctkoB 14-18 net; Ilpo-
TUBOJIEUCTBHE PACHPOCTPAHEHHUIO B CETH
HUHTepHET MPOTHUBOMPABHOM UHPOPMAIHH.
JocTuKeHHe YKa3aHHBIX LeJel ocyullecT-
BAMETCA MOCPEACTBOM PeAnu3arnuu ciaey-
IOLIKX 334ay:

- Co3zpanue B 061e06pa3oBaTebHBIX
yupexeHuax «KubepAckepar;

- OcylecTB/ieHUe MOATOTOBKU (00yHe-
HHUS) yMacTHUKOB «KubepAckepar;

- [lpocBelieHue HaceJaeHUA [0 BOMpPO-
caM He30MacHOTo MoBeieHUs B ceTh UHTep-
HET, 0 JIEMCTBUSAX B Cilydae oOHapyXeHusd
OpOTHBOMpPaBHOW UHGoOpMaluu B ceTu UH-
TEPHET, & TAKXe UHPpoOpMaIMu, cnocobHOU
HAaHEeCTH BpeJ 3[0POBbI0 U DPa3BUTHUIO He-
COBEPIIEHHOIETHUX, O BO3MOXKHOCTAX 610~
KUPOBKHW MPOTUBOMPABHOW UHGOPMALUHU C
HOMOIIbIO BEG-(PUABTPOB;

- OkasaHue CO/ICUCTBUA TEPPUTOPUAID-
HBIM OpPraHaM OPraHOB OCYAapCTBEHHOU
BJACTH W OPraHaM rocy/lapCcTBEHHOW BJa-
cTU B 60pbbe c MpoTUBONpaBHOW UHpOpMa-
LIHEH;

- Yuacrue B paspaboTke 3aKOHOJA-
TEAbHBIX WHUIMATUB, HANPABJEHHBIX HA
AUKBU/AIMIO MOpPOTUBONpaBHOW uUHOp-
Manuu B ceTd WHTepHeT. Ilpoexkt «Kubep
Ackep2024» npeanoaaraerca JOJMEH pea-
AM30BaThCA npu noagepkku 2K KP, MOull
KP,I’'KHE u MB/I KP, rockoMuccHY IO Aeaam
peauruu KP, npu kadeape penurvoBeje-
Hus GCI'H KHY um. K. banacarbina.

B pamMKkax peanu3anyu JJaHHOIO [POEK-
Ta B bunikeke B 2023 roay, Ha 6a3e MyHHUIU-
Na/JbHBIX KO/ M TUMHA3WK [IpejaaraeTcs
NPOBECTH BaxKHOe 0Opa3oBaTebHOE MEpOo-
npustue - BeieznHas mkona «KubepAckep
2023». I'ne koMaH/|a NPOEKTa HA MPOTIKE-
HUWU JIBYX HEJIeJib MOXET MPOBOJUTH 06-
pasoBaTe/bHble 3aHATHUS B TUMHA3HUAX U
mkoaax bumkerka. I'me B cpeaHeM moryrt
npuHATE y4yactue Hoaee 800 MKOALHUKOB
CTAPIIMX K1aCCOB.

B nporpamMmmy KOJbl BXOJAWAU 6Bl Cae-
AYIOLUe JeKILUU:

- neknusa «Jluuaetd CMM. TlpaBuna Be-
JleHUsl COLMaIbHBIX CeTeH»:

- nekuua «OCHOBBEI MOHUTOpPUHHTIA. bio-
KMPOBKA CAaWTOB, COJIEPXallUX [POTHBO-
MpaBHbIA KOHTEHT»:

- neknus «[IpoduiakTuka IKCTPEMHU3-
Ma B y4ueOHBbIX 3aBeJeHUsX. OTBETCTBEH-
HOCTb 33 PacHpoCTPaHEHUE 3KCTPEMUCT-
CKUX MaTEpPHAaJIOB.

- BCTpeya C MpUrialleHHbIMU 3KCIep-
TaMHu.

- BukTOpuHA «Ilo ropauum ciepam»

[To utoram lllkoabl «KubepAckep 2023 »
LIKOJABHUKA MOTYT MOJYYUTE BCE HeoOX0-
JIUMble 3HAHUA JJis 6e30MacHoro BpeMs-
NpenpoBokAeHus B MHTepHeTe, a Takxe
ceprudurar «KubepAckepa». [losydeHHble
3HaHUA pebsaTa OyAYT NPUMEHATDH HA MpakK-
THUKU y ceBs B IIKOJAX, TEM CAMbBIM Peasiu-
3YI0 OCHOBHBIE LEJAWd W 33J]a4u COLUHaNBHO
3Ha4uMoro npoekTta. [lo 3aBepiieHUM KO-
Jibl 6BLAA CO3/[aHa WHTEPHET-ILIOA/Ka
Ans cbopa uHGoOpMaIMK O CaUTax C HeXxe-
JIaTeJbHBIM KOHTEHTOM, COCTABJEH HWH-
$hopMaMOHHBIN GYKAET J/11 PACCBLIKU 110
y4yeOHBIM 3aBe/I€HUSAM, a TAKXKe BYAYT BbI-
MyLIeHbl CO[HalbHbIE BUAEOPOAUKU. CTOUT
OTMETUTD, YTO PEANU3AIMA TPOrPaMM Mpo-
OUMAKTUKM SKCTpeMHU3Ma TpebyeT AocTa-
TOYHO BBICOKOT'O YPOBHS MOATOTOBKH Cy6'b-
€KTOB, UX UHTETpalll B CUCTEMY 0BIIel U
CrernuanbHOW MPpoPUAAKTHUKH e TUHKBEHT-
HOT'0 MOBEJIEHMS, @ TAKXKE YMEHUS U TOTOB-
HOCTH a/IallTUPOBATh IJIaHbl U IPOTrPaMMbl
C y4€TOM BBICTPO U3MEHS KO IUXCH YCAOBUM
KU3HE eI TeJAbHOCTH YHalIUXCs, MECTHBIX U
rpynnoBbix ocob6eHHocTel. Takum o6paszom,
MOHO OTMETHTBh, YTO Y4acCTHE MOJIOJEK-
HbIX OPraHu3anui B 6opebe ¢ 3KCTpEeMu3-
MOM WU WJE0JIOTHEH Teppopu3Ma ABALETCs
OCHOBHBIM M HauboJ/iee 3¢ PeKTUBHBIM Me-
XaHW3MOM IMPOTUBOAEHCTBUSA JAHHBIM PO-
SABJEHUSM.
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